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Module 1:
netapp LITLIE'S Law, What Is Performance?

—Latency
—Concurrency
—Throughput
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" Performance Manifesto

NetApp-

= Technical support is the act of providing a fix to something that is
broken. For example, a hard drive that no longer responds to
commands is "fixed" by replacing the defective unit.

= The resolution of performance issues are often more difficult, in part
due to abstract definitions of "performance".

= The goal of any performance analysis is to understand the limiting
factors of a given workload.
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" Latency, Throughput and Concurrency

NetApp-

= Latency: The amount of time to complete a unit of
work. This is also known as response time or round trip
time.

= Throughput: A measure of the quantity of service
performed per unit time. For instance, the number of
CIFS operations performed per second.

= Concurrency: A value measuring outstanding work,
both queued, In flight and in service.
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" What is Concurrency?

NetApp-

= Concurrency Is the number of outstanding
requests waiting to be processed at any one
point.

= Calculated as: Op/s x Latency (S)

= Concurrency values < 1.0 indicates that the
client-side application performing the I/O Is
probably single-threaded.

= Concurrency values < 1.0 is not an efficient
way to do I/O.
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" What is Latency

NetApp-

= Latency is the amount of time it takes to perform a unit
of work. This is also known as response time or round
trip time.

= Composed of wait (or gueueing) time plus service time.
= Latency is only relevant when work is being performed.

T in = X sec

» System
Tout=Y sec (e.g. Protocol, Vol, Disk, etc)
-

T latency = (T out) — (T in)

= (¥ sec)— (X sec)
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" Analogy - Measuring Restaurant Performance

NetApp-

Imagine a 24-hour restaurant with diners going in and out.
There are two metrics you could use to measure the
performance of the restaurant:

Meal Latency is the time from when a diner arrives to the
time s/he leaves.

Throughput is the number of diners served in a particular
period.

If the restaurant has only one chair, it can only serve one
diner at a time. If new diners arrive while somebody is
eating, they will have to wait. There is a relationship
between throughput and meal latency:




" The Real Thlng - Measuring Filer Performance

NetApp-

Now imagine a highly-available filer handling NFS
requests from a bunch of clients. There are two metrics
you could use to measure the performance of the filer:

Response Time is the time from when an NFS request
Is made to the time the response is received by the
client.

Throughput is the number of NFS requests completed
during a particular period.




" What is an Acceptable Latency?

NetApp-

= Acceptable Latencies are defined by the
customer and their applications.

= However, one often should use the application
vendors recommends as a reference.

— Oracle’s latency threshold (i.e., 20ms)

= Different applications may have different
latency thresholds.
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" What is an Acceptable Latency? (cont.)

NetApp-

= So with the previous statements made, are the
latencies shown below “acceptable?”

wal E]Iteratin:un [E”v“nlume Mame E]Head Ups(is) E]Head Datalh/s) E]Head Latency(ms) E]

wal 2 r3_data_prd mirrar 1,052 20 9k 556 112.35
val 4 r3_data_prd mirrar 1,144 15,329 b24 S0.87
val 1 r3_data_prd mirrar 837 22 917 022 g4 .58
val 3 r3_data_prd mirrar oy 18,837 840 7224
val 5 r3_data_prd mirrar 542 17,700 017 b0 47
vl 1 exchange data 311 3513 462 722
wal 2 exchange data R30 2 792 805 h.o7
wal 3 exchange data 7l 3467 B2 h.03
wal 5 exchange data b5 2974 935 h.449
wal 4 exchange data 525 4 115 051 592

= Exchange_data is serving luns via FCP to windows server to
exchange.

= The customer is also running database tests over FCP to other
clients from this same filer.
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" What is an Acceptable Latency? (cont.)

NetApp-

= |t Is Important not to take latencies at face
value. This customer is used to seeing lower

latencies.

val [+]lteration [+]%aolume Mame [~ |Read Ops(s) [+ |Read Latency[+]Read Data(bis) [+)
yil 4 exchange data 1211 2.2 5705152
yil 3 exchange data 1086 1.94 45521459
wil 2 exchange_data 1121 1.55 49427590
Wil 1 exchange_data 1194 1.51 5299950
yil 13 _data_prd_mirror I I I
wil 2 13 data_prd_mirror I I I
Wil 3 r3_data_prd_mirrar 0 0 0
yil 4 r3 data_prd_mirror I I I

= With the database test workload removed, the latencies
normalized at approximately 2ms.

= The customer was actually complaining about the performance of
their exchange environment with the added database workload.
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" Common Causes of Latencies.

NetApp-
- The single largest cause of high latency is workload!!!

— In some way the workload has changed, and changed does not
necessarily mean grown (i.e., type vs. volume).

— The filer was not sized properly and the workload either in quantity or
makeup was never correct.

— The filer has outgrown it’s original sizing
— Or the client(s) have not been tuned properly and are having an impact.
— Network is not tuned correctly or has outgrown traffic

= Filer configuration changes

— Adding disks/expanding aggregates and/or tradvols without running
‘reallocate’ afterwards.

— Improper ‘priority’ schedule (where available).

= Environmental changes
— Network configuration, changes, or upgrades.
— SAN fabric configuration, changes, or upgrades.
— Client-side configuration, changes, or upgrades.
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" Start from the top

NetApp-

= Start with volume level latencies, then narrow
down by protocol and operation

= |n general, if the latencies are low, the perfstat
Is from the wrong time or the issue Is external
to the filer

= What Is tracked by stats stop —I perfstat vol?

— Cifs, nfs, san [ ISCSI & fcp ], flexcache and
volume stats

— Snapmirror/snapvault and backup performance
are not
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Volume level latencies:
NetApp Stats stop —I perfstat vol (How to Read)

= Search for volumes by <protocol>_ write _ops or <protocol> read ops.
= Skip volumes with no read or write activity

volume:h1l5:nfs_read data:5825085b/s
volume:h1l5:nfs_read latency:0.84ms
volume:hl5:nfs_read ops:178/s
volume:h1l5:nfs_write data:6104538b/s
volume:h15:nfs_write latency:155.47ms
volume:h1l5:nfs_write _ops:186/s
volume:hl5:nfs_other_latency:26.42ms

= Read Concurrency = 178ops/s * (0.84ms * 1s/1000ms)
— Read Concurrency = 0.150ps

= Write Concurrency = 1860ps/s * (155.47ms * 1s/1000ms)
— Write Concurrency = 290ps
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" Conclusion and Key Concepts

NetApp-

= Latency: The amount of time to perform a unit of
work. This is also known as response time or round trip
time.

= Throughput: A measure of the quantity of service
performed per unit time. For instance, the number of
CIFS operations performed per second.

= Concurrency: A value measuring outstanding work,
both queued, in flight and in service
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" Break

NetApp:

“I am a flightless Bird. Who needs wings when
you're cool?”




Module 2:
netapp DOMain and Domain Utilization

® Domain and Domain Utilization
— How they Work
— Understanding Utilization
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NetApp-

" What is an ONTAP “Domain”

= ONTAP is divided into several domains:

— Network
— Storage

— Kahuna (the default)

— and more.

= Domains are used to perform work across multiple

CPU’s In parallel.

= Use sysstat

— The cpu column calculation varies by release.
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" Domains and Processing

NetApp-

Objectives:
= Deflne a domain

= Determine If processes are domain bound
using appropriate tools (e.g., syststat —M
and ps)
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" But what if my CPU is at 100%?

NetApp-

= CPU is just a resource, like memory and disk
— Utilization is an OBSERVATION not a CONCLUSION

= CPU Utilization is the percentage of time a CPU is not
executing the idle thread or “the percentage of time a
CPU is busy”

filers> ps -c 1
Process statistics over 194150.079 seconds...
ID State Domain %CPU  StackUsed %StackUsed Name
1 RR | 98% 808 19% idle_threadO
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" But what if my CPU is at 100%?

NetApp-

= High CPU utilization is simply an indication of high
CPU utilization
— Does not indicate a bottleneck by itself!

= The Data ONTAP scheduler prioritizes user work and
system work on demand

= Fine, how do | tell if CPU utilization is a problem then?
— In short, look for increases in measured operational latency
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" Summary

NetApp-

You should now be able to:

= Define a domain

= Determine if processes are domain bound
using appropriate tools (e.g., sysstat)
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" Break

NetApp:

“I am a flightless Bird. Who needs wings when
you’re cool?”




" Module 3: The WAFL Filesystem

NetApp-

" Tradvols versus Flexvols
" [nodes

= Swizzling and deswizzler
= Maxfiles

= Directories
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NetApp-

" WAFL - Write Anywhere File Layout

= \WWAFL stores data in 4 KB blocks with no
fragments.

= WAFL uses inodes to describe its files.
= Directories are specially formatted files.

= WAFL uses files to store meta-data.

© 2008 NetApp. All rights reserved. Netapp Confiential NetApp Internal Use Only



" Aggregates + FlexVols vs. TradVols

NetApp-
Aggregate Trad Vol
FIeX VOI lun File
Storage [ qtree
Layer un qtree
) — 39— —1
[ —7
RAID RAID plex | RAID plex
ayer
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" Volumes and Aggregates

NetApp-

= Aggregates
— Container for FlexVols

— Drive spindles shared by all FlexVols

— Size is currently limited to 16TB
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" Volumes and Aggregates

NetApp-

= \olumes

— A WAFL file system image, plus snapshots
— Volume size is currently limited to 16TB

— Number of volumes is limited by release
platform

— Two flavors: flexible and traditional
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" Inodes

NetApp-

= An inode Is a data structure that
IS used represent file system
objects (files and directories)
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" Inodes

NetApp-

= An inode consists of the following:

m Type of file (reqular file, directory, link, etc)
m Size
= Owner, group, permissions

m can store complete file data if less than 64
bytes

m head of the file’s data
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" Inode File

NetApp-

= All inodes are stored in a special file

= Each 4K inode block references up to 21
Inodes

= max¥ftiles limits the size of this file
— may be grown, never shrinks
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Swizzling

NetApp-

= Virtual blocks are mapped in the Flexvol to the
aggregate physical block.

= During a vol copy and Volume SnapMirror the virtual
to physical mapping is invalidated. This is known as
swizzling.

" De-Swizzling restores the virtual to physical
relationship after the copy has completed.
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" How the volume gets swizzled

NetApp-

Volume

SnapMirror process sends the
block to Destination Filer.

Destination Filer puts the block .—pvirtual 6
in same virtual location; but the No Physidal

destination physical location is

The source send the block to the
unknown to the source.

destination which writes it to disk. The
Flex volume file is not updated with
the physical disk location.

Physical
Zr
Aggregate

|

Source Filer

Destination Filer
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" Maxfiles, The man page definition

NetApp-

maxfiles increases the number of files that a volume can hold, as close as possible
to max. File inodes are stored in blocks, and the filer may round the requested
max number of files to the nearest block. Once increased, the value of max can
never be lowered, so the new value must be larger than the current value.

If no argument is specified, maxfiles displays the current value of max for all
volumes in the system. If just the vol _name argument is given, the current value of
max for the specified volume is displayed.

Because each allowable file consumes disk space, and because the value of max
can never be reduced, increasing max consumes disk space permanently.
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" Maxfiles: Reference commands

NetApp-

= Maxfiles:

— maxfiles [vol_name] [very large number]"

= will give you the maximum number of inodes that you can have in that
volume. For example:

filer> maxfiles vol0 900000000000000000000000000000000
Max inode count cannot exceed 24776487

filer> maxfiles
Volume vol0: maximum number of files is currently 3,097,061 (3766 used).
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" Maxfiles: Reference commands

NetApp-

= df -

— The following example shows file system inode usage for a specified volume:
filer> df -i /vol/volO

Filesystem iused ifree %iused Mounted on
/vol/volO 3766 3,093,295 1% /vol/volO
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" What does maxfiles do?

NetApp-

= Controls the number of inodes that can be
allocated on the volume.

" |t Is recommended that this is not set any
larger than needed.
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" Directories Are Just Files

NetApp-
= Files that have directory
data Directory Inode
= Maps names to inodes !

DirectoryData

= At mc_)st 99,.998 foolfooZW.
subdirectories
= More than one directory can / \
point at an inode — —
noade

= Hard link - the directory
entry for a file

Inode
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" Break

NetApp:

“I am a flightless Bird. Who needs wings when
you're cool?”




" Module 4: What About Reallocate?

NetApp-

= Spatial Locality?
= The benefits of Reallocate
= Reallocate “the command”
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" Spatial Locality and REALLOCATE

NetApp-

= By the time you finish this module, you should:
— The potential affect of random write and sequential reads
— What is Reallocate and when is it useful?

— Be able to identify when a reallocate may be called for and
when it is not

— Understand that a number on its own is simply an indicator,
Latencies and Concurrency are guiding factor.
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" What is spatial locality

NetApp-

= Blocks that come in together as part of the same file
are located close to each other when written to disk
during each CP.

— Block migration does occur overtime: i.e data blocks naturally
migrate away from each other as file systems age and as files
are modified over time.

= However, some applications that perform random
updates also make extensive use of sequential access
patterns. For these applications, sequential data layout
may deliver superior performance. This optimization
comes at no cost to random read or write
performance....

— Ipso Facto: Reallocate was born
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" An example Spatial Locality

NetApp-
Memory
(t1) F1 write (block 0 -10) —— F1it1)
time | (t2) F2 write (block 0 -10) — F2 (12)
(t3) F3 write (block 0-10) F3 (i3)
{ (t4) F1 write (block 11-20) —— F1 (td)
(t5) F1 write (block 21-30) —— F1 (5]
cF
— F1 (1) F1 (t4) F1 (t5)
F2 (t2)
F3 (t3)
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" Why then Reallocate?

NetApp-

= Reallocate was designed with a very specific
goal: to improve sequential read access to
data not written sequentially.

= Reallocate will not benefit write performance or
random read performance
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" What workloads may benefit?

NetApp-

= Write workloads that are randomly written but
sequentially retrieved: (Such As)

m Databases that combine OLTP transactions with large
table scans, such as in business analytics; or OLTP
environments with large-scale reporting

®m E-malil systems that store updates in a database style
format and perform verifications of the data in off-
production hours.

m Host-side backup of an entire LUN or structured data
set
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" What else can benefit from Reallocate

NetApp-

= After adding disks to a raidgroup

— When adding disks to an aggregate, after the
disks are added, the load is rebalanced between
the old and new disks; however, the process
can take a long time. Use of reallocate -f can
hasten this process.

= Following client side defrag of luns:

— If a host-based defragment utility is run on a
NetApp LUN, reallocate can be run afterward to
restore the sequentiality of the LUN data.
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" How do we gauge “spatial locality”

NetApp-

= How do we gauged the degree of spatial
locality of the data blocks.

» \WAFL scan measure layout
Or

= reallocate measure_layout (7.2.4+)

= The measure_layout scanner actually
measures the 'spatiality’ of each block within a
container
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" What about Aggregate level Reallocate?

NetApp-

= The reallocate -A command does aggregate level freespace
reallocation. This is different from the other forms of the
reallocate command.

= If your intention was to reallocate all of the files in all of the
volumes on an aggregate, then you need to run the reallocate
command on each volume in the aggregate.

= This command is rarely used, and is not a substitute for the
reallocate command at the volume or file level.

= This command is not to be used following the addition of disks to
a raidgroup or the otherwise expansion of an aggregate or tradvol.

— If you are doing this after adding an additional raid group to the
aggregate or after adding disks to raidgroups, be sure to use the -f
option.
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" Concept Repeated

NetApp-

= Remember:

— Performance is all about response times.

— YOU defines acceptable and un-acceptable
response times.

— The measure_layout value is meaningful only
for sequential workload.
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" Break

NetApp:

“I am a flightless Bird. Who needs wings when
you're cool?”




Module 5: Framing a Case OR
| have a client complaint ... now what?

NetApp-

= Case Framing, or understanding the
customers complaint is often critical for
success In resolving performance Issues.

= |t Is Important to understand:
— What is the meaning of “SLOW”
— How “SLOWness” is felt
— Etc...
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Frame the case with the Client.

NetApp-

= | have a client complaint ... now what?
- Accurately define the issue — what is “slow”?

- Customers define performance expectations, whats slow to them “may” be acceptable to others. We need to understand what
the customer means by “slow”

= How does the customer describe the issue?
—  Was performance acceptable at one time?
- degradation over time?
- new install and/or performance was never good?
= What is the business impact?
- production system? testing? Number of users affected?
= What is slow?
—  Arereads slow / writes slow / browsing of file or directories /file creations/mounts?
- How are you judging “slow”?
= Who s it (define it) “slow” for?
- How many clients and which clients by name and ip and OS?
—  Which protocols are clients reporting a problem for? NFS|CIFS|Backups|Snapmirror|FCP|ISCSI
—  Which volumes and or luns are affected?
= What is the configuration (hosts and filer)?
- mount options, automounter, network
Is the filer using nis (nis+) or AD.
—  What security style is being used on the affected volume/gtree?
—  what applications are involved and what are the applications doing?
= What is the purpose of the filer?
- Is the filer primary storage or a dr filer?
- Is the filer a test and productions filer? This happens often.
= When is performance a problem?
- Only during the mornings when users are logging in?
—  Only when backups are run?
- Only when snapmirror transfers are occurring?
- Etc...
= What has changed recently? (Don't forget to ask this)
- Just because they say nothing doesn’t mean they are correct.
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" Validate Configuration and ID changes

NetApp-

Reviewing Asups

Start by reviewing the Asups for the filer in question. Issues such as the following
can be addressed by Asups: Asup Premium
(https://now.netapp.com/willows/login.do)

Looking at /etc/messages, are there any indications of hardware or any issue that
could be related / contribute to the customers reported problem? There is no
reason to expect good performance from a sick filer.

—  Configuration changes:
®m  Has there been a recent Ontap upgrade.

= Have licenses been added (additional licenses is an indicator that workload may have
been added)?

Were new volumes added or current expanded?

Were disks added to raidgroups and/or raidgroups added to tradvols/aggregates? If
this is the case was reallocate ran against the volumes in the aggregate or the the
volume itself be it a tradvol? (refer to this document’s index concerning Reallocate
best practices)

Do you see space changes according to df —h?
Do you see inode count increasing according to df —i?

Df?es the filer have minra enabled on the volume(s)? With Ontap 6.5+ minra should be
off.

— Enabling minra (minra on) disables intelligent readahead!!!,
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" General Filer Utilization “ops/hour”

NetApp-

= Historical data is valuable:

— Use a simple tool track the delta between hourly protocol stats
as reported by /etc/messages.

— <PATH>/asupTrend.pl — A PERL script that allows the user to
extract per-hour protocol ops from the messages file by
manually copying the contents of the /etc/messages.” The
output can then be loaded into MS Excel and graphed for
visual trends.

Syntax:

asupTrend.pl —f <source file> > <outputfile.xls>
Example:

asupTrend.pl —f messages.txt > sample trend.xls
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icrosoft Excel

3070977_Gold

" The results of asupTrend.pl

NetApp-

EEL] Eile Edit  Wiew Insert Format  Tools Data  MWindow  Help
P oS el S (VA & Ha @ - S L B
i day By o) i g O |2y g Reply with Changes... End Review... !

Chart 2 - A

A B | D E | P | [=}

1064 | eqncp03bnf 1-Apr 21:00:00 EDT 2624901 556 395
1065 |eqncpl3bnf | 1-Apr 22:00:00 EDT 3165240 540,339
1066 | eojncp03bnf 1-Apr 23:00:00 EDT 3281245 116 005
1067 |eqncpl3bnf | 2-Apr 00:00:00 EDT 3362344 1,099
1068 |eqnep03bnf | 2-Apr 01:00:00 EDT 3553079 190,735
1069 | eqncp03bnf | 2-Apr 02:00:00 EDT 3642233 89,160
1070 |eqnep03bnf | 2-Apr 03:00:00 EDT 38093593 167,154
1071 |egqncp03bnf | 2-Apr 04:00:00 EDT 4083888 274 495
1072 |eqncpl3bnf | 2-Apr 05:00:00 EDT 4167380 83,492
1073 |egqncp03bnf | 2-Apr 06:00:00 EDT 4416827 249 447
1074 |eqncpl3bnf | 2-Apr 07:00:00 EDT 4505350 08,523
1075 |eqnep03bnf | 2-Apr 05:00:00 EDT AB07026 101 B7B
1076 |eqncp03bnf | 2-Apr 09:00:00 EDT 4983875 376,849
1077 |egnop03bnf 2-Apr 1
1078 |eqnocp03bnf | 2-Apr 1 -
1073 |eqnepDSbnf | 2-Apr 1 Chart Title
1080 |egncp03bnf 2-Apr 1
1081 |eqncp03bnf | 2-Apr 1
1032 |egncp03bnf 2-Apr 1
1083 |eqncp03bnf | 2-Apr 1
1084 |eqncp03bnf | 2-Apr 1
1085 |eqnopOdbnf| 2-2Apr 1 —=—RellNFS Op=
1086 |egqncpd3bnf | 2-Apr 1 fid Log. (Rel MFS Opsd
1087 |eqncpO3bnf| 2-apr2| =
1088 |eqncp03bnf | 2-Apr 2
1039 |egnocp03bnf 2-Apr 2
1020 |egqncp03bnf | 2-LApr 2 &0
1021 |eqncp03bnf | 3-Apr O
1092 |egnocp03bnf 3-Apr0
1093 |eqncp03bnf | 3-Apr O
1094 |egncp03bnf 3-Apr a0
1095 |eqncp03bnf | 3-Apr 0
1096 |eqncp03bnf | 3-Apr O
1097 |egqncp03bnf | 3-Apr O
1098 |eqncp03bnf | 3-Apr O
1093 |eqncp03bnf| S-Apr O 40
1100 |eqncp03bnf | 3-Ape O
1101 |eqncp03bnf | 3-Apr 1
1102 |eqncp03bnf | 3-LApr 1
1103 |eqncp03bnf | 3-Apr 1 20
1104 |egncp03bnf 3-Apr1
1105 |eqncp03bnf | 3-Apr1
1106 |egnocp03bnf 3-Aprl
1107 |eqncp03bnf | 3-LApr 1
1108 |eqnep03bnf | 3-Apr 1 o —
1103 |eqnep03bnf| 3-Apr 1 S P & o BB B BB B B B B B T T T T SN W
TUI0|eqnep03bnf| S-Apr 1| E o g o e S e Y e e \?fykf?k%“f;;*qf;;*
1111 |egncp03bnf 3-Apr 2
M 4 » w[% Disk Data Rates % Protocol Ops Breakdown

Ready

© 2008 NetApp. All rights reserved.

Netapp Confiential

NetApp Internal Use Only



" Module 6: Action Plans

NetApp-

= Agenda:
= |dentify action plans for:
— CPU
— NFS
— CIFS
— Backups
— SAN
— Shapmirror
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Besides reviewing asups, Working High Cpu Issues

Netapp: (A€ they or are they not Perf related?)

High CPU alone does not indicate a problem. It is not unusual in ontap 7.2+ to see kahuna domain at 95%
utilization when the filer is not doing many user ops (its efficient that way) With that said, run the following
commands in the order shown:
- priv set diag
- ps -z
- sysstat—x-c 30-s1
- sysstat —M —c 30 —s 1 (run this for multi-cpu system; collect this at the same time as the previous command)
- At the end of sysstat collection interval (30 seconds) m
= ps—cl
= ps —cs 1.
- wafl scan status
- priv set

The filer is displaying high cpu because it is doing work. We run these commands above to see the work the
filer is actually doing. High cpu without observed slowness is not a performance problem.

- Some internal tasks, such as WAFL scanners, consume all available CPU, provided that no data protocols are demanding

resources.
. In other words, on a not so busy filer, it's not unusual for the CPU to report 100% ... if say, a deswizzling scan is running
on a volume.

. If a user request is made, the filer will give that request priority

If the filer has recently been upgraded to 7.2.X (from 7.0.X or 7.1.X), you can expect cpu utilization to be high
for some period of time, the amount of time depends on many factors. This affects the smaller filers such as
the fas270, fas920/fas940 and fas3020 more so it is advisable to have a baseline perfstat of the filer at its
loaded period prior to upgrade.
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Besides reviewing asups, Working NFS
netapp PErf Cases

» Have the customer tell you whether the problem is happening now or not and then collect the following
> Enable nfs.per_client_stats: options nfs.per_client_stats.enable on (make sure to turn it off afterwards)

> Zero out the nfsstat : nfsstat —z

> Wait five minutes
>
>
If

Generate an asup: options autosupport.doit casenumber
Collect the nfs top talkers data: nfsstat -I and nfsstat —h (See the script on the next slide).

the problem is not occuring, just collect the asup

= Review asups for :
- configuration issues, configuration changes, hardware problems
- any messages similar to “nfs operation took longer than 60 seconds.”
- Look for nis or dns issues which suggest that the problem may not be an nfs perf problem but a name resolution perf problem
= nis or name resolution errors in messages, look for trends identifying when they occur.
. Nis_info and dns_info looking specifically at how long the last three look ups took suggestive of slow nis or dns servers.

= Collect the mount options using the mount command from at least one client reporting performance issues.

- If the issue is related to Oracle, check the following KB article for the proper mount options appropriate the client platform.
Oracle Mount Options

- Glaring mount options to be aware of, non-oracle:
. Netapp recommends tcp for nfs
Always use hard mounts (where the application allows).
noac (on Solaris) and/or sync makes writes syncronous which slows writes down dramatically.
actimeo=0 disables attribute caching, this results in more metadata operations that would not be necessary otherwise.

If there are a large number of gettatrs, say 50%, consider increasing actimeo to a value larger than 60 seconds which is
the default max of acreg and acdirmax.

= Any nfs rsize or wsize less than 32K.
= |f the customer is using netgroups (have them tell you if they are using nis or nis+)
- make sure that an @ sign is placed before every netgroup within the exports file.
- Exportfs —r to reread the exports file into memory
- Enable the option nfs.netgroup.strict on

= Useful tools: netdiag, ping —s (hostname), getXXbyYY
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NetApp-

= Collection script for client side nfsstat stats

date > /tmp/data.nfsstat
forip in “rsh filer_ip "nfsstat -I" | awk {print $1}" ; do

done
= Parser for client side nfsstat stats

rsh filer_ip " nfsstat -h $ip" >> /tmp/data.nfsstat

— tool_used to parse nfsstat client_data.pl

" Sample nfsstat collection scripts

Fri Apr 18 22:09:25 UTC 2005
Sat Apr 19 22:01:47 UTC 2005
Sat Apr 19 21:56:35 UTC 2005
Fri Apr 18 06:29:36 LTC 2005
Fri Apr 18 06:24:35 UTC 2005
Fri Apr 18 06:13:32 UTC 2005
Fri Apr 18 06:14:31 UTC 2005
Sat Apr 19 06:30:15 LITC 2008
Fri Apr 18 17:46:15 UTC 2005
Fri Apr 18 06:09:22 UTC 2003
Sat Apr 19 16:58:13 UTC 2008
Fri Apr 18 08:05:34 UTC 2005
Fri Apr 18 05:54:17 LUTC 2005
Fri Apr 18 06:04:21 LTC 2005

Sll|Fri Apr 18 08:56:07 UTC 2005

Sat Apr 19 06:15:04 UTC 2005

| ri Apr 18 16:01:28 UTC 2005

Sat Apr 19 16:45:04 UTC 2005
Sat Apr 19 05:20:08 UTC 2005
Fri Apr 18 09:11:21 UTC 2005
Fri Apr 18 00:40:32 UTC 2005
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ipaddr

169.z.2.2
165, y.y.y
165, y.y.y
169 5%
169 5 %%
169 5% x
169 5 xx
169 5 xx
169 5 %
169 % % %
169 % % %
169 5 % %
169 5 % %
169 5 % %
169 5 % %
169 5 5.
169 5%
169 5%
169 5%
169 5 %%
169 5% x

client
ZZZ.COom

YYY.Com

YYY.Com
HHH.COm

AEK.COM
AEK.COM
REK.COM
REK.COM
HEX.COMm
HHM. COMm
HHK. COMm
HHK. COMm
HHK. COMm
HHK. COMm
HHK. COMm
HEK.COMmM
HEK.COM
HEK.COM
HEK.COM
AEK.COM
AEK.COM

null getattr setattrlookup access readlink read write

a
a
2
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a

31226
1529
289
28874
14540
19720
28306
16963
15304
12173
6795
12258
13215
15622
11046
18485
16014
7300
18251
13211
el

16

B0
a

13
4140
2564
4152
4581
2542
2434
37
5437
3407
4425
4542
2805
3915
3632
3549
2694
3876
1874
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13354
230
11
7994
B33
10210
9936
7188
3409
B493
4414
4467
5994
B209
5357
7428
372
3G75
526
B2G5
4473

2
1]

Do oD oo oo oo o oo oooOoo0

245

g3

create mkdir symlink mknod remove rmdir
10188 1087

a

e e [
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a

a
a
a
a
o
o
o
o
a
a
a
a
a
a
a
a
a
a
a
o

3047
1295
801
761
B97
BE7
alets
B49
543
631
528
518
613
512
596
552
5a0
579
574
572

118
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" Nfsstat —d

NetApp-
" Nfsstat —d : nfs reply cache statistics: All entires should be misses, any entries found “in progress” are retransmissions.

NF3 reply cache statistics:

TCP:

In progress Delay hits Misses Idempotent MNon-idempotent
15 ] 8946306 ] 44

oDP:

In progress Delay hits Misses Idempotent MNon-idempotent
] ] ] ] ]

= Tcp flow control:

- If the number of outstanding acks for nfs requests passes a high water mark, the filer will begin throttling nfs requests on a
socket by socket basis. Out reflects that the filer has come out of tcp flowcontrol.

top input flowocontral receive=9, Xmit=5
top input flowocontral out, receive=45, XHmit=2

= Nfs and the assist queue:

- Any nfs message that requires pre-processing ( hame lookups, netgroup expansions, access verification, mount requests) will
end up on the assist queue.

nfz mwags counts: on assist gqueue=0, max on assist gqueue = 0O, cut off for assist queus=:209c6

= On assist queue= current number of nfs messages waiting for pre-processing
. Max on assist queue = highest number recorded following the last reset (look for values == or above cut off value.
= Cut off for assist queue = Any nfs operation received by the filer past the cut off value will be dropped.
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" Besides reviewing asups, Working Cifs
netapp PErf Cases

> Have the customer tell you whether the problem is happening now or not and then collect the following

Enable cifs.per_client_stats: options cifs.per_client_stats.enable on

Zero out the cifs stats : cifs stat —z

Wait five minutes

Generate an asup: options asup.doit casenumber

Run the cifs top command: cifs top —s ops —a now and have the customer send this to you to see what the 20 most active cifs clients are doing.

YVVYY

- If cifs clients are timing out and the customer is using nis, this can effect current connections and new connections:

. Check asup for the option nis.group_update.enable on? If its not enabled not, enable it.
- CIFS access problems apparently due to NIS access
u In asup look at nis info to see how long the last three nis lookups took.

- If there is slow access or lack of responsiveness to the client:
u Compare the values in the asup for:
- “Cifs stat: Max Multiplex” against the options value “options cifs.max_mpx”.

L] cifs sltat : Max multiplex is a high water mark showing the highest number of concurrent in flight ops seen by any client since the value
was last reset.

L] options cifs.max_mpx is the maximum number of concurrent in flight operations allowed per client by the filer
- If the number of max_mpx and max multiplex are at or near one for one, increase the max_mpx number.
L] The possible values for max_mpx are: 50, 126, 253, 1124.
L] Microsoft recommends maxing out max_mpx to 1124.
u Increase maximum number of simultaneous windows requests
. Check for Authentication back log which may be indicative of the DC's falling behind
- “Cifs stat: Max gAuthQueue depth = X is the current number of Auth requests queued.
- If the gAuthQueue is at 25 or greater, consider this a potential performance bottleneck.
In the asup, look at cifs domaininfo: Look for Broken PDC
Look in messages for attempt to improve dc connections
Look at historical asups to see if the current connected dc has changed or been changing
Perform a ping —s of the current and leading dc’s to make sure that the current dc is still the best dc.
Perform a traceroute of the current and leading dc’s to make sure that the current dc’s are logically close to the filer.
- This could also be indicitive of name service issues
L] Check the messages file for any obvious indicators of name resolution problems
L] Check dns_info in the asup for the last three dns lookup times.
- Ask the customer to verify that the DC's and name resolution (DNS/WINS) are full functional

- Are new cifs connections taking a long time connect or timing out, but existing connections are fine?

. Check cifs stats in asup for pBlk exhaustion. One pBIk is required to track each cifs request, once the filer runs out of pBlks no new connections will
be allowed until pBlks are made available. :

- Max pBlk Exhaust = X where X = the number of times the filer has run out of pblks
- Max pBlks = 4000 Current pBlks = 4000 Where current pBIks is the number of pblks currently free.

. Virus scanners have been known to cause pBIlk exhaustion. If pBlks are exhausted, check for vscan errors in the messages log, turn vscan off to see
if the issue clear.s

. If mandatory vscanning is turned on, check to see that there are vscanners registered.
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Beside Besides reviewing asups, Working
netapp SAN Perf Cases

= If the case is a SAN case, it is expected that :
— In addition to asup, collect client (host_info) and switch
(switch_info) logs
— SAN Data collection tools are available in the host attach kits
— Have the customer perform a physical inspection,;
= | EDs normal?
m | oose cables or dirty connection?

— If the problem is intermitant, collect a perfstat the next time that
the issue occurs. See latter section to understand perfstat
collection.
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" San Path Misconfiguration

NetApp-

» Have the customer tell you whether the problem is

happening now or not and then collect the following
» Zero out the lun stats : lun stats —z

» Wait five minutes

» (Generate an asup: options asup.doit casenumber

Approach all San Related cases as San Configuration
cases:

The LUN STATISTICS section of the Autosupport will display the read and write operations for both local
and partner paths per LUN. This output may also be obtained using the command lun stats —o. the LUNs
that are being accessed by a non-primary path may reside on the partner node.

— LUN STATS

===== LUN STATISTICS =====
- /vol/frs/lun03 (11 days, 22 hours, 56 minutes, 49 seconds)

Read (kbytes) Write (kbytes) Read Ops Write Ops Other Ops QFulls Partner Ops Partner
Kbytes

- 22646080 28541652 285102 728443 418572 0 311918 54565

- Ivol/frs/lun02 (11 days, 22 hours, 56 minutes, 49 seconds)

- Read (kbytes) Write (kbytes) Read Ops Write Ops Other Ops QFulls Partner Ops Partner
Kbytes

- 22714266 28585423 284805 729941 418572 0 311919 54569

see KB How to troubleshoot FCP Partner Path Misconfigured errors
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Besides reviewing asups, working backup
Netappr CASES

= |f the case is a backup case:
— First you will need to see that there is an issue:
®  Check asup: messages for hardware problems

m  With the proper logging setup on the filer, have the customer run a level O
backup “full” at the normal time.

— Options backup.log.enable debug
— Ndmpd debug 50

®m  To isolate the problem to the filer, initiate a level 0 dump to null of the
affected volume.

— rsh “filer ip” dump Of null /vol/volume

= Have the customer send all /etc/log/backup* and /etc/log/ndmpd* logs for
review

— Compare the differences between the level 0 backups against the dump
null.

— Look for differences in speed between the ndmp level0 and the dump
level O.

— This will help you to isolate the issue to the filer or an issue external to
the filer.

— Note which phases are taking a long time.
= Note that Phase 3 is retrieving metadata and this doesn’t go to tape
= Note that Phase 4 is retrieving actual data and this does go to tape
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" Besides reviewing asups, working backup
Netapp CASES (CONt.)

- Once you have identified if the issue is on filer or off, follow the following checklist. If you make any changes, make only one
change at a time and then test collecting the logs.

- Check asup for minra=on for affected volumes, minra=on can substantially affect backup speed.
- Understand the configuration of the backup environment.

= The path that the metadata takes is just as important as the path taken by the actual data. Phyiscal writes of data will wait
if the metadata writes get backed up.

Make sure that the filer is writing to the tape drives connected to the filer/backup server that the client thinks they are.
If the filer being backed up is a vsm destination, are the volumes which are slow vsm destination volumes? Note this.
—  Why this matters

= (layman’s terms) Flexvol VSM data is transferred quickly because the data is layed out in a disorganized
manner, reads will be slower as a result. There is a background process (scanner) call deswizzler which
organizes the data logically recovering access time.

This scanner runs upon completion of each vsm transfer.
If this scanner does not complete, it aborts at the begging of the next transfer.
Each run will start at the oldest snapshot working upward towards the active filesystem which it does last.

If the VSM schedule is too aggressive, it will never organize the active filesystem. This means that the backup
of the volume will be noticeably slower.

- How to detect that the scanner is not completing
Let the scheduled transfer occur
Every five minutes run the command: priv set diag; WAFL scan status
Look for deswizzler to run on the volume
Run “priv set diag; WAFL scan status” until the next update.
If the deswizzler never completes, the schedule is to aggressive and is affecting backups.
—  What can be done:

= Adjust the vsm update schedule to allow deswizzler to complete
Consider backing up the vsm primary rather than the secondary.
Consider decreasing the number of snapshots on the source volume.
Headway on this issue was made in 7.2.4, consider upgrading.
Have the account team look at architecture options with the customer.
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Besides reviewing asups, Working
netape SNAPMIrror Perf Cases

= When working snapmirror, always collect data
from both the source and destination filers.

= Collect the snapmirror.log from both sides as
well.

= Collect a traceroute from both sides of the
relationship looking for latencies.
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" Break

NetApp:

“I am a flightless Bird. Who needs wings when
you're cool?”




Module 7: Tools
vetapr LAtX.pl, getPerfSection.pl, Perfstats,

= \What tools are available for reading Perfstats?

— LatX.pl (NOT SUPPORTED & NOT SUPPORTABLE)

— getPerfSection.pl (NOT SUPPORTED & NOT
SUPPORTABLE)

= Perfstat output is written to an out file and is “difficult”
to read in its raw format.

= LatX.pl and getPerfSection.pl have been designed to
assist in this effort.
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" First a note on Tools: Latency Extractor

NetApp-

First: LatX.pl

Purpose:
— To assist in quickly identifying filer workload,
m  To assist in quickly identifying latencies at:
= Protocol : NFS, CIFS, ISCSI, FCP

® |nternal: Volume (WAFL) and LUN

— And to do so across a multiple iteration perfstat (and we should always collect
perfstats using multiple iterations)

— The TEA region developed LatX.pl (Latency Extractor)

— This Script is unsupported.
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" LatX.pl: a deeper explanation

NetApp-

= LatX.pl is a perl script written to extract
workload and latency information from
protocol, volume, and lun sections of the
perfstat files.

= With the output of this tool, you will be able to
pinpoint specific iterations to investigate further
within a multi-iteration perfstat file.

= The output provides summaries of workload
and related latencies per perfstat iteration.
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" LatX.pl Syntax for Run

NetApp-

= How do | use LatX.pl

Syntax: unix% ./LatX.pl -f <perf_filename> [-P <protocol>] [-F <out_filename>]

Sample: unix% ./LatX.pl -f cmcfiler3_ti48 perfstatl 1700.out -P nfs -F _Latx_cmcfiler3_ti48 perfstatl 1700.out.xls

ati.pl -f <perf filename> [-P <protocalx] [-F <out filename>]
where: ) )
<perf filenamwer - path to Perfstat file to parse for latencies. Required parameter,
:ZIIJL'EIt.I:u:‘.EIl- - protocol(s) to filer for. Defaults to 'none'. Valid values are 'nfs',
'wifs!, 'fep', and 'isesi'. Use comma-zeparated list to specify

mitiple protocols.
<out filenamer - path to the filered output file. Defaults to ' Latd <perf filename>',
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" LatX.pl A sample output

NetApp-

= A sample output of LatX.pl taken from case 2792609 (JPMC: Slow performance
following application change)

= First by volume / Then by protocol

al & | o | F [ & | W | ! [ o [ & | v | t [ W | o | ¢ | & | R [ = | ¢ | v | [ |

1 vax|Filer ®[tteratic®|Valume Ham, ®] &uqlatencym | Tatal Dprils ®] Auq Cancurrencyl | Read Op(te ¥ [Read Datalbd 2| Read Latensy(m ¥| Fead Gancurrenc i | v Road Sizol 2 | Write Opr(tr ®| Write Data(bd X[ Write Latencyim ¥ Write Cancurrency{y | Auq Write Sizel 2| Other Oprlh %] OtherLatency(m ¥ Other Cancurroncyl ¥[1
3 [unl [amafilor 2.0 private 447 IS0 1602 00 4057700 445 1574 B RELID AEEIIEN 3 X #2471 105600 iz 0.4
|4 |val | zmsFiler F0.00 private 87 4000 4.7 1T39.000 3699393200 &3 14.45 et 7300 97900 015 0.1z d553.2E 15500 010 0.1z
|5 lual [zmefiler €9.00 private 357 06z, 00 14.50 1$55.00  3gdzzd5e.00 TEZ 14.15 enTiE SEE.00 A0z 00EN. 0 [AL3 018 LLIT XS] 121900 n.ig el
| & |ual [zmefiler .00 privake 338 dirf0. 00 13.55 144300 0500 a1z 13148 2136375 At FEEA0T.00 [ 0.1z 04T 159600 L513 L3
7 [unl [emafiler 32,00 private L3 TR 10.47 WEB00 FREZEITIO0 552 10.5% TTEN R dEI4EELN 015 0.4 455,05 12T i 015
% [unl [emekilor 33,00 private L3 HTRM At 15400 H4TTA2.00 513 892 E0din. 15 00 dHTTAT 014 0.4 398191 132000 0.09 iz
|8 lul |emekiler  E6.00 privake P Y] 10.40 15900 3ETZEZSA.00 w03 10.09 1A 115500 FAT0T5.0 .14 0.1 ETA 14400 10 017
(12 |unl [amafilor  17.00 prinate 094 T4 i5% 4400 HIHAITO0 152 035 TERIZAT H BEETELN 115 0.t REZLIE 144100 1.0 152
| 14 Jual | emekiler  26.00 private 034 BEL0 zan 400 2204900 LT e THARH 160 EEETHAM 0f3 015 iz 153600 0.05 07
16 |val | emzfiler 2100 privake 0ET FEdz.on EA L 544,00 1256471900 333 184 Z309E.51 e dE3E905.00 o1d 018 4335.94 1550.00 o 017
Tunl emfiler 1.00 privake 0.49 FTT0.00 155 d9E.00 0E54125.00 00 1.49 ENETEEd 156400 E34dE35.00 015 n.zd d0dé. 45 1T0E.00 0.07 0.1z
Eunl emfiler 200 privake o CEE, 0N 1.0 439,00 07373200 193 0.85 Eddd5, #6 S0 SITOZ.00 015 014 590155 130500 0.0% 0.10
[ 25 [unl [emafilr .00 private 040 TR 0.45 TILOD 49RZAIA00 i 0.7z E1EE5. % 10 BEAEE0Z .14 0.4 F448.5% w0 003 009
[ 26 [unl [emekilor  20.00 private 039 I 1% 000 12fEsE0 193 057 Bdzzz5 06EI SOESANE 013 0.4 ATEAEE 141400 0.04 005
A| B | ¢ | D | E | F | 6 | H I I | | K I L | M|

1 |nfs Filer lteration Time Stamp Time Deltas) Avg NFS Ops(fs) Read Ops(fs) Read Latency(us) Read Concurrency(op) “Write Opsi/s) Write Latencylus) Write Concurrencyiop) null Ops r
2 |nfs cmcfilerd | 31.00 0.86 (313s) 4008.00 1443.00 9185.75 13.26 970.00 174.99 047 21.00
3 |nfs crcfilerd | 27.00 0.84 (313s) 3583.00 1867.00 8524 .47 15.92 BE1.00 21495 014 2100
4 |nfs crcfilerd | 30.00 0.86 (337s) 3795.00 1735.00 837279 14.56 873.00 189.57 047 2300
5 |nfs crncfilerd | 29.00 0.85 (314s) 4064.00 1856.00 7702.08 14.30 955.00 201.90 0200 2100
6 [nfs crncfilerd | 32.00 0.87 (314s) 5400.00 1623.00 B576.60 10.67 925.00 184.05 047 2100
7 |nfs crcfilerd | 28.00 0.85 (315s) 4561.00 1655.00 B148.73 10.20 1155.00 1584.01 0.1 21.00
8 [nfs crncfilerd | 33.00 0.87 (313s) 7750.00 1543.00 5839.80 9.01 1009.00 151.88 018 2100
9 [nfs crncfilerd | 21.00 0.81 (315s) 32358.00 544.00 3458.00 1.88 1116.00 176.65 0200 2100
10 |nfs crcfiler3 4.00 0.73 (316s) 2553.00 233.00 3188.37 0.74 1193.00 23169 0.28 2000
11 |nfs cmcfiler3 1.00 0.71 (321s) 3896.00 496.00 3080.68 1.53 1655.00 234958 040 2100
12 |nfs cmcfiler3 . 26.00 0.84 (312s) 3455.00 964.00 284369 274 1155.00 166.83 019 21.00
13 |nfs cmcfiler3 5.00 0.73 (333s) 2957.00 266.00 277288 0.79 12590.00 206.07 027 2200
14 |nfs cmcfiler3 11.00 0.76 (315s) 2881.00 205.00 221295 0.45 1051.00 149.78 016/ 2000
15 |nfs cmcfiler3 12.00 0.77 (315s) 2278.00 212.00 2086.62 0.44 936.00 169.23 016 21.00
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" Tools: Perfstat Section Retrieval
NetApp getPerfSection.pl

= Also: getPerfSection.pl
= Purpose:

— This perl script will allow the user to quickly filter on an individual section of the
perfstat and view all iterations therein.

— This script will retrieve the single desired section of the perfstat in question
across iterations.

® Format:

— Syntax: ./getPerfSection.pl -f <perfstat file> -s <section>

- Example: ./getPerfSection.pI -f cmcfiler3_ti48_perfstatl_1700.out -s

© 2008 NetApp. All rights reserved. Netapp Confiential NetApp Internal Use Only




" Perfstat Sections

NetApp:

3 aqpr show _space
3 backup status
3 cf monttar all

m 1 m | m M@ m ;| | ;| || | W

cf partner

of status

cifs sessions

cifs sessions - -
oifs stat -c

cifs tap

df

df-A-h

df -

df -1

flexcache stats -5 -c
httpstat -t

Ic tats performance
ifetat -a -v

Iscsl stats

lun hist

lun stats -0

lun_stats.out

mbstat

merm_stats

mern_stats -e

ndmpd probe

ndmpd status

netstat -

netstat -na

d netstat -5
nfsstat -
nfs_hist

3 aptions.out

3 protocal_stats.out

i

i

quots

raid_config -1

L m m | m | | m

EEEEETIEEEEEEEEETIETIE

snapmirrar status -|
statit out
sta 3 perfstat aggregate
stats perfstat_cifs
stats perfatat_cifsdamain
stats perfatat cifs_aps
stats perfstat_cifs_stats
stats perfatat disk
stats perfstat_ext cache
stats perfatat et
stats perfatat iscal
stats perfstat |dap
stats perfatat Imem

stats perfatat_nfaud
stats perfatat_nvram
state perfstat_perf
stats perfatat_processor
stats perfatat gfree

mmmmmﬂﬂﬂmmmmmmﬂm

stats perfatat target
stats perfstat vol
stats perfs
stats perfstat wafl
stats.out

storage show disk -a
storage stats tape
syaconfig.out
sygstat. out
syastathd out
syastal 1sec.out
verzion. out

viflist

vifatat vifl .out

i
i
i
i

val media_scrub status -v

ol scrub status v

B vscan
3 wafl cpstats
8 wafl scan status

at_vsm_destination

m
m

Izt connection shaw - 13wt raid_confiy -

Izt connection shaw - iswtb fetc/log/backup
5wt session show -v iswta fetc/log/snapmirrar
|5t seszian shaw - iswtb [etc/messages
license. out amb_hist

stats perfatat raid 3 wafl scan status -A
stats perfatat raid stripe 3 wafl_susp-r
stats perfstat readahead wafl_susp -w
asperfs at_scal_partner

stats perfatat_system

m
m

m
m

m
m

{
{
{
{
f
{
{
{
{
f
{
stats perfatat nfs
{
{
f
{
{
{
{
f
{
{

m
m




" Perfstat Sections

NetApp:

n

agyr status -y
backup status

cf monitar all

of partner

cf status

cifs sessions

cifs sessions -t -c
cifs shares

cifs stat

date

if

df -4 -h

df -h

df i

if -r

dns info
environment status
exportfs

fostat device_map
foatat foal_stats
fostat link_stats
hosthame
httpstat

ic stats performance
ifcanfi -a

ifstat -a

ifstat -a -

Y0 oD noDnDnnnnaenDonDEDDnDneneoDnonaeanan

ooEpAoRm

ooEpEoDDBEDR

W mm oD EDD Do DR DR D En

igroup show

igroup show -

iscsi config

iscsiisng show

iscsi nodename

iscsi security show

iscsl show adapter

iscsi show initiator

iscsi stats

iscsi status

iswt connection show -v iswta
iswt connection show -v iswth
iswt interface show

iswt session show -v iswta
iswt session show -y iswth
lizense

lun confiy_check -v

[un hist

[un show -m

[un show -v all

lun stats -0

rnbstat

ndmpd probe

ndmpd status

netdiag -v -b

netstat -i

netstat -m

netstat -na

netstat -rn

netstat -5

netstat -x

nfastat -d

nfs_hist

nig info

aptions

options iscsi
aptions lun

D!

ftree status

fquota
fetefifsconfi. cfg
fetefoifsconfin_setup.cfy
fetefeifsconfig_share.cfy
fete/dyateways
fetofexports
fetcihosts
fetcthosts. equiv
fetedlclgroups. oy
fetcinsgwitch. conf
fetchrc

fetchregistry
fetefsetialnum
fetcfsnaprnirror. conf
fetciusermap. cfy
routed status
smb_hist

ooEpAoR

oD @noDoDDoDDoDoD@RD0DnnREeEDoDoD DR

snap delta

SNap reserve

snap sched

snapmirrar destinations -3
snapmirrar status
snapmirrar status -|
snmp

storage alias

storage show

storage show disk -p
storage show mc
storage show tape
storage stats tape
storage stats tape zero
sysconfig -av
sysconfig -t

tirmezone

uptirre

version

viiler status -a

vif status

vlan stat

vol media_scrub status v
vol scrub status -v

vl status -v

vECan

wafl cpstats




" getPerfSection.pl : Example output

NetApp-

LAgecPerfSectcion.pl —f 3122366 .perfstatc.out —= Tstacs stcop — T perfstat_warfl'™ |
FPerfstatc ~7.14%
default
EEGIII, defsulec, FFALSE'"
COMF_ONLY . defsulec, FFALSE'"
DEEITS, defsulec, FFALSE'"
EID . defsulc, FFFALSE'
FILER TALRGETI, set . fFfbll—=tglf=—100""
Doy HO=ET, set . FFFALSE'
HOST TLRGETS, defsulc, rrrre
ITERLTICHNS ==t , =1 S
ITEF INTERWAL, ==t , Frl1orr
FORCE ITERALATIONS, defaultc, "FALSE'™
FILEF LOGII, defamultc, oot
FOoORCE_OS, default, FRFF
S5H, default, FFALSE"™
SEND__ARGS . defaultc, FRFF
FALoMEULT, defaulc, "FALSE"™
AFPF FALARALM, defaulc, FRFF
FERF_ONLTY . defaulc, TFFALSE'"
OIOTITET, defsulec, FFALSE'"
BT CHMD defsulec, rrrre
TIME, =et, e
PEETEIMD , defsulc, FFFALSE'
LooE3 defsulc, FFFALSE'
PROFILES defsulc, FFFALSE'
EXCLUDE , defsulc, FFFALSE'
STUOTTER STLTIT, defsulec, FTRUOE'
MULTI ERSH, defaultc, "FALSE'™
MOMITOR, defaultc, Frrr

SOURCE HOST MNAME. stagedlollha
SOURCE _HOIST o5, Suanos
COMMAND L INME, F—f bill-stgl —F —t 5 —4i 2a,d10rf

SLMPLES, =9
SAMPLE THMTERWAL, 10

FILERDS, bhll—=tcglf=—100, OMNTAFRT.=2 .35

EESIMN Iteratiomn 1

PERF kbll—=tglf=—100 stats stop —I perfstat walfl
TIME: 132217
TIME DELTA: S:zZ [302Z=)
wafl:wafl:nawns cache hit: 535 =
wafl:wafl:nsuns cache miss: 1527=
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All of the prep work is done, and you find
netapp {hAt @ Perfstat Is necessary.

® Perfstat i1s used to collect iterative data.
Please make sure to collect 3 or more
iterations.

= We collect perfstats when we need to see a
point in time holistic view of the filer.

= Collecting perfstat does not preclude the case
owner from doing the preparatory work
described in the earlier sections.

= Perfstat requires certain conditions:

— Rsh or ssh to be present on the client and
enabled and accessible on the filer.
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" What I1s Perfstat?

NetApp-

= Perfstat is a utility that collects performance statistics in
real-time from filer(s) and host(s).

perfstat -a oracle -t 4 -i 5 -0 runas=oracle,sysdba=true > perfstat.out

© 2008 NetApp. All rights reserved.
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" Its Time To Collect a Perfstat: Four Rules

NetApp-

= First rule of collecting a perfstat:

— Collect the perfstat when the problem is happening! If the
perfstat is multiple iterations, note when the problem occurred.

= Second rule of collecting a perfstat:

— When possible, use the latest version of perfstat. The UNIX
version is preferred.

= Third rule of collecting a perfstat:

— When collecting a baseline, make sure the load during the
perfstat run is representative.

= Fourth rule of collecting a perfstat:
— Don't collect a perfstat if rule 1 and rule 2 don’t apply
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" What perfstat to gather?

NetApp-

If the performance problem is constant and consistent:

— Run the perfstat from a client experiencing the problem (if possible)
and collect client side config.

— Collect at least five 4 — 7 minute iterations
m perfstat —f “filer” —t4 —i 5

If the performance problem is spiky and very high granularity is
needed to capture its occurrence:

— Run the perfstat from a client experiencing the problem (if possible)
and collect client side config

— Collect as many iterations as needed but as few as possible with 1
minute iterations

m perfstat —f “filer” —t 1 —i “as few as possible but as many as needed

If the performance problem involves an Oracle Database, collect
statspack as well. (Follow this link, follow the rules above)

— How to collect statspack with perfstat
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" Break

NetApp:

“I am a flightless Bird. Who needs wings when
you're cool?”




" Module 8: Looking inside the filer

NetApp-

= By the time that you finish this chapter, you
should understand:

— Statit

— sysstat

— ps

— The basics of Consistency points
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" Start with the messages file

NetApp-

= The first order of business is to scan the message file
for any entries that could contribute to performance
Issue's reported by the customer during the time that
the problem occurred. These include hardware-related
messages that could indicate the following but are not
limited to:

— any problem(s) with the back-end FCAL loops or devices (e.qg.,
disks, shelves, and/or shelf modules)

— any problem(s) with the filer's memory sub-system (e.g.,
recurring ECC parity/correction messages)

— any problem(s) related to the filer's CPU

— any problem(s) with the on-board or peripheral network
Interfaces

— any problem(s) with the on-board or peripheral HBA interfaces

© 2008 NetApp. All rights reserved. Netapp Confiential NetApp Internal Use Only
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NetApp-

Hardware Configuration

= The filer's hardware configuration and OS version is neatly
summarized under sysconfig -a'. Aside from the version of Data
ONTAP currently installed on the filer, of particular interest are the
following:

— type of filer

— amount of main memory

— number of active loops and the current loop speed
— number of shelves and disks in each loop

— type of disks, shelf module, and firmware

— number of HBA's configured and active

— number of network interfaces configured and active

— If disks are multi-pathed (i.e., can we see the same disks on more
than one FCAL channel)

= This can also be used to validate the filer's current configuration

(i.e., card/slot placement, supported peripherals, et.al.).
— Card placement guide
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NetApp-

" ONTAP Configuration

= Check for optimal configuration
— ONTAP configuration

m sysconfig —r

raid group configuration (how disk are organized)

raid group status (e.g. reconstructing, ironing, syncing
et.al.)

® vol status —v and agqgr status -v

number of volumes to aggregate

volume and aggr options (e.g. minra, maxdirsize,
guarantee, et.al.)

volume and aggr status
df [-h], df —i [-h], df —A [-h]

= Be on the lookout for full traditional volumes or
aggregates
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CPT

a7%
T3i%
17%
51%
a6%
J&%
3%
a3%
31%
27%
24%
26%
28%

‘sysstat_1sec.out’ gives a global view of what is happening on the filer. It is

recommended that any form of performance analysis start here.

" sysstat _l1sec.out (Workload Overview)

NetApp-

The data in ‘sysstat_1sec.out’ is equivalent to running the command ‘sysstat —x 1’ (i.e.,

extended format at 1-second iterations) from the filer's command-line.

Using vi, search for ‘sysstat_1sec.out$’

NF3

o oo oo o oo o oo oo

PERF usspnale POITITLTS
Wed 09/27/2006 22:13:50.01

CIF3

115
454
242
287
199
196
1l1a
203
171
222
136
197
235
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HTTF

o oo oo o oo o oo oo

Total

398
s87
317
412
3a5
285
197
3ng
£70
342
203
£44
323

e

in
5501
21132
Q563
12132
9710
10265
4927
G639
G205
10410
=1
9593
12263

t kE/f=
out
120
424
194
246
195
203
102
175
129
209
138
197
247

=-= type
Disk kE/=
read write
TEIO 20485
3375 16588
oY 110
1003 ]
3000 ]
9325 11440
7313 20620
5275 20901
68539 19994
5557 16556
6835 21968
5737 20653
57584 18272

Tape kE/3 Cache
read write age

]

oo ooooo o o000
oo oooooooooooda
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10
10
10
10
10
10
10
10
10
10
10
10
10

Cache
hit
100%
100%
Q9%
100%
100%
Q9%
100%
100%
100%
Q6%
a7y
Q9%
Q9%

Jhusspnalfh sysstat lsec.out

CFP CP
Lime ty
100% f
100% W

15%

oy -
oy -

45% TFn
100% :s
100 o f
100 o f
100 o f
100 o f
100 o f

Hi o
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Lisk
util
41%
21%
10%
11%
14%
20%
39%
22%
158%
19%
26%
22%
20%

DAF3

oo oooooooooooda

FCP 1i5C3I

283
103
=
125
136
g9
g1
106
93
120
a7
47
35

oo oooooooooooda

FCP
in
2383
74
a7
346
153
195
135
262
134
130
45
134
21

kB/ =
out
37o
196
171
264
795
211
222
244
190
556
159
50

87



" Understanding sysstat _1sec.out

NetApp-

= CPU

— for multi-CPU systems 100% does not
necessarily reflect a CPU bottleneck.

" NFS/CIFS/HTTP/DAFS/FCP/ISCSI
— number of OPS/sec per protocol
= Total (total number of ops)
— NFS+CIFS+HTTP+DAFS+FCP+iSCSI
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" Understanding sysstat_1sec.out (cont.)

NetApp-

= Cache age

— Age of the most recently ejected cache entry expressed in
minutes ... it will have an ‘s’ appended for seconds: 55s (bigger
IS better)

= Cache hit

— Percentage of reads satisfied via read cache (bigger may
better)

m Cache hit matters less for random workloads.

= Disk util
— How busy are the disks (potentially should be less than 85%)

® The more work requested the higher the latencies past a certain
point, which is why we state a generic value of 85%.
— The granularity of sysstat (one sample per second) is very
useful in detecting disk bottlenecks which may be too “bursty”
for statit to characterize.
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" Understanding sysstat _1sec.out (cont.)

NetApp-

= CP time :

— percentage of sample period spent processing
the CP

= CP type

— Type of CP (Consistency Point) operation and
processing phase

— Full list of CP types
KB Article: fairly comprehensive list of cp types

= NOTE: A Consistency Point (CP) is the point when we
write to disk.
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" Understanding statit

NetApp-

= While ‘sysstat 1sec.out’ prowdes a per-second
average of disk utilization, ‘statit’ provides interval-
averaged data for individual disks.

= Using vi, search for ‘statit$’

disk uth xfers ureads--chain-usecs writes--chain-usecs cpreads-chain-usecs
/aggrl/plex0/rgo0:

2a.16 4 6.82 0.06 1.00 9778 3.66 12.82 1133 3.10 5.50 1911
2a.32 4 6.88 0.06 1.00 36278 3.73 12.61 1132 3.09 5.45 2065
2a.48 44 84.49 76.94 3.57 3557 3.72 7.24 3025 3.83 3.31 4345
2a.17 46 86.47 78.78 3.49 3653 3.87 6.78 3323 3.82 3.34 4196
2a.33 45 87.14 79.02 3.51 3559 4.04 6.64 3341 4.09 3.14 4451
2a.49 45 84.96 77.47 3.53 3594 3.85 7.19 3133 3.64 3.08 4735
2a.18 44 84.65 76.92 3.55 3429 3.89 7.05 3179 3.84 3.24 4213
2a.34 44 84.85 77.43 3.55 3462 3.80 7.38 2993 3.62 3.30 4512

— The above snippet leaves out another grouping ... greads:
greads--chain-usecs gwrites-chain-usecs

“greads” and “gwrites” are seen when RAID reconstructs are
active.
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NetApp-

disk
ut %

Understanding statit (cont.)

— “name” of the disk

— Disk utilization as an average percentage. Use

sysstat for general per second utilization

xfers — total number of disk ops

disk ut%
/aggrl/plex0/rg0:
2a.16 4
2a.32 4
2a.48 44
2a.17 46
2a.33 45
2a.49 45
2a.18 44
2a.34 44

© 2008 NetApp. All rights reserved.

xfers

6.82

6.88
84.49
86.47
87.14
84.96
84.65
84.85

ureads --chain- usecs writes --chain- usecs cpreads --chain- usecs

0.06

0.06
76.94
78.78
79.02
17.47
76.92
77.43

1

1
3.57
3.49
3.51
3.53
3.55
3.55

9778
36278
3557
3653
3559
3594
3429
3462

3.66
3.73
3.72
3.87
4.04
3.85
3.89

3.8

12.82
12.61
7.24
6.78
6.64
7.19
7.05
7.38

1133
1132
3025
3323
3341
3133
3179
2993

3.1
3.09
3.83
3.82
4.09
3.64
3.84
3.62

5.5
5.45
3.31
3.34
3.14
3.08
3.24

3.3

1911
2065
4345
4196
4451
4735
4213
4512

92



" Understanding statit (cont.)

NetApp-

= ureads — number of user data reads

= chain — number of 4KB blocks per disk. The length per
disk

= usecs — disk latency measured in microseconds: 1000
usecs =1 ms - .001 seconds

disk ut%  xfers ureads --chain- usecs writes --chain- usecs cpreads --chain- usecs

/aggrl/plex0/rg0:

2a.16 4 6.82 0.06 1 9778 3.66 1282 1133 3.1 55 1911
2a.32 4 6.88 0.06 1 36278 3.73 1261 1132 3.09 545 2065
2a.48 44 8449 76.94 357 3557 372 724 3025 3.83 3.31 4345
2a.17 46 86.47 7878 349 3653 387 6.78 3323 3.82 3.34 4196
2a.33 45 87.14 79.02 351 3559 404 6.64 3341 409 3.14 4451
2a.49 45 8496 7747 353 3594 385 719 3133 364 3.08 4735
2a.18 44 8465 76.92 355 3429 389 7.05 3179 3.84 324 4213
2a.34 44 8485 7743 355 3462 38 7.38 2993 3.62 3.3 4512
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NetApp-

= writes — number of user data writes

Understanding statit (cont.)

= Average round-trip latency = usecs * chain

disk ut%
/aggrl/plex0/rgO:
2a.16 4
2a.32 4
2a.48 44
2a.17 46
2a.33 45
2a.49 45
2a.18 44
2a.34 44

xfers

6.82

6.88
84.49
86.47
87.14
84.96
84.65
84.85

ureads --chain- usecs writes --chain- usecs cpreads --chain- usecs

0.06

0.06
76.94
78.78
79.02
77.47
76.92
77.43
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1

1
3.57
3.49
3.51
3.53
3.55
3.55

9778
36278
3557
3653
3559
3594
3429
3462

3.66
3.73
3.72
3.87
4.04
3.85
3.89

3.8

12.82
12.61
7.24
6.78
6.64
7.19
7.05
7.38

1133
1132
3025
3323
3341
3133
3179
2993

3.1
3.09
3.83
3.82
4.09
3.64
3.84
3.62

5.5
5.45
3.31
3.34
3.14
3.08
3.24

3.3

1911
2065
4345
4196
4451
4735
4213
4512
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" Understanding statit (cont.)

NetApp-

= cpreads — number of compute parity reads (unrelated to
consistency points)

= greads — reads due to RAID reconstruct or media scrubs
= gwrites — writes due to RAID reconstruct

disk ut% xfers cpreads --chain-  usecs greads --chain-  usecs gwrites --chain-  usecs
/aggr0/plex0/rg0:

2a.16 14 26.22 4.49 4.95 848 0 0..

2a.32 17 28.14 4.55 5.07 1209 0 0..

2a.17 47 64.51 3.68 4.96 1905 0 0..

2a.33 42 59.06 3.85 4.41 2239 0 0..

2a.18 42 60.6 3.56 4.4 1997 0 0..

2a.34 42 57.66 3.25 4.8 1765 0 0..

2a.19 41 57.99 3.15 4.8 1764 0 0..

© 2008 NetApp. All rights reserved.



" Understanding statit (cont.)

NetApp-

= Example of saturated disks

disk ut% xfers ureads -- chain - usecs writes -- chain - usecs cpreads - chain - usecs
/aggr0/plex0/rg0:

0a.77 1 1.03 0.1 1 12500 0.52 9.3 914 0.41 4.25 2176
0a.64 1 1.14 0.1 1 44500 0.62  8.08 887 0.41 4.25 2500
0a.32 1001 233.53| 232.75 1.82 18569 0.26 3.4 3471 0.52 7 2543
0b.49 100/ 220.68| 219.96 2.1 16485 0.26 3.4 19529 0.46/ 7.33 4409
0b.65 100 210.41 209.54 1.78 20622 0.41 8 4000 0.46 2.78 15680
Ob.45 1001 231.36| 230.69  1.83 18582 0.41 9.38 7547 0.26 4.4/ 6000
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" Break

NetApp:

“I am a flightless Bird. Who needs wings when
you're cool?”




" Module 9: Network

NetApp-

= ‘Ifconfig —a’ (CONFIG PRESTATS)

— provides interface configuration information: IP
address, MAC address, netmask, mtu, etc.

B ‘netstat —S’ (PERF PRESTATS|POSTSTATS)

— provides all protocol level counters for TCP,
UDP, IP, ICMP, and IGMP
= ‘netstat -a —n’
— provides information about active TCP

connections as well as what TCP/UDP ports we
are listening on.
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NetApp-

Ifstat -a -v

= |fstat counters are zeroed out In
PERF/PRESTATS.

— We do capture ifstat -a -v in PERF/PRESTATS
... SO this provides some trending data from
“PRESTATS” to “POSTSTATS” In each
iteration.

= Definitions about these counters are available
In appendix A of the Network Management
Guide:

— Network Interface Statistics
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" Sample ifstat

NetApp-

-- interface ellb (139 days, 2 hours, 3 minutes, 38 seconds) --

RECEIVE
Frames/second:
Total frames:

Multi/broadcast:

Tag drop:
CRC errors:
Long frames:
Bus overruns:
Xoff:

Resetl:
TRANSMIT

Frames/second:

Total frames:

Multi/broadcast:

Max collisions:
Late collisions:
Xoff:
LINK_INFO
Current state:
Speed:

135
33235m
0

0

21928

o O o

211
16090m
26889

7

1959k

0

up
100m

© 2008 NetApp. All rights reserved.

Bytes/second:
Total bytes:

No buffers:

Vlan tag drop:
Runt frames:
Jabber:

Queue overflows:
Jumbo:

Reset2:

Bytes/second:
Total bytes:
Queue overflows:
Single collision:
Timeout:

Jumbo:

Up to downs:
Duplex:

Netapp Confiential

9553
486274
0

O OO O oo

291k
23169
24
1607k

16
half

Errors/minute:
Total errors:
Non-primary u/c:
Vlan untag drop:
Fragment:

Alignment errors:

Xon:
Reset:

Errors/minute:
Total errors:
No buffers:
Multi collisions:
Xon:

Auto:
Flowcontrol:

NetApp Internal Use Only

34709

1693
11088

122

o3 o~wo

off
none




" Gigabit and Flowcontrol

NetApp-

= Flowcontrol in the Gig environment is accomplished
through the use of pause packets:
— Xoff: delay sending data
m |nterface is almost out of receive buffers
— Xon: resume sending data

= Xon/Xoff packets on the “RECEIVE” queue are coming
from the switch or a directly connected host.

= Xon/Xoff packets on the “TRANSMIT” queue are
coming from the filer.

= NetApp Best Practices recommends Flowcontrol be
set to “Full”
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" Uh oh...I've got questions

NetApp-

= Well framed issues can be submitted to
NetApp

" |nclude:
— A framed problem description

— All relevant data files (i.e., manually-collected
datapoints, logs, perfstats, et.al.)

— Thoughts and observations
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" Module 10: Case Studies

NetApp:
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" Module 11: Index and Sundry Iltems

NetApp-

= Various Resources
" NFS Troubleshooting Guide
" Questions?
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" Link References

NetApp:

= Perfstat
— http://now.netapp.com/NOW/download/tools/perfstat/index.shtml

m Useful Technical Reports

— TR-3537 High File Count Env Best Practices

— TR-3780 Reallocate best practices

— TR-3322 Oracle: Database Performance with NAS: Optimizing Oracle on NES
— TR-3459 Flexshare Design and implementation Guide

— TR-3550 NFSv3 Enhancements in Data OnTap 7.2.1

— TR-3399 An Introduction to Flexcache Volumes

m  Useful KBs:
— How to collect statspack with perfstat
— Oracle Mount Options
— Increase maximum number of simultaneous windows requests
— CIES access problems apparently due to NIS access
— fairly comprehensive list of cp types
Card placement quide
2 Other Guides:
— Network Interface Statistics

© 2008 NetApp. All rights reserved. Netapp Confiential NetApp Internal Use Only



NetApp-

Potential Issue
MNetwork is slow or fails

Tools

filer> ifstat
filer> netdiag
filer> ping
filer> traceroute

- . 2. UMIX chent requests
access o dala

t

1. User logs in. Gets
Uik and GID(s) from
fetc/passwd and
felcgroup, or from
NIS server.

Potential lssues
User login fails. Need to check usemame and
axpons

Tools

fete/passwd file
/etefgroup file

clienct> id

clisnt> mount

filer> rdfile fetc/exports
client> shoumount -

" Troubleshooting NFS Clients

Potential lssue
Export is not exported, or is not exported with
desired options.

Tools
filer> exporcfs

Storage appliance checks
axport options (when
expon s mounted)

+ Potential Issuses

4. Storage appliance
checks data requested

If UNEX, it compares UID | TO0I8

and GID wath permissions,

clienct> la -1
Tiler> ¥oC =u uSername

- File permissions do not allow desired access
- Storage appliance is nol receiving correct UIDYGID

'

5. If data has NT ACL,
storage appliance maps

Potential Issues

- NT account does not exist

- User is mapped to the wrong account
- Communicalion problems with DC

r has
the user to an NT account

export and the file,
the storage
granis
88 =

* Tools

filer>cifs testdc

Storage appliance

filer>oprtion= cifa.crace login on

compares account info
wilh ACL

Potential Issues

- NT account is not a member of a group
that has access to the files

- File permissions do not allow access

Tools
Win clienc> Explorer (check securnty)
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